Installing a Domain Controller

This is the second document in a series of 3. First use the document Lab Setup, then this Domain
Controller document, and finally the WEP Enterprise document.

In order to setup Windows based RADIUS, the following steps have to be done:

1. Install a Domain Controller and DNS
2. Install 11S and CA as the Enterprise Root CA
3. Install IAS and setup user accounts.

Each of these steps will be broken down in finer detail. The system will be configured to use
WPA Enterprise V1 + AES

1. Install a Domain Controller and DNS.
1.1. Setup the NetBIOS name
To avoid any assumptions, we begin with setting the Computer Name (NetBIOS).

1. Right click on My Computer
2. Choose Properties,
3. On System Properties, click on the Computer Name tab. (See below figure)

1# Windows uses the follawing information o identif your computer
. on the network.

Computer description:

For example; "l5 Production Server” or
“tccounting Server”
Full computer name:  memBo2qfShyivird

Workgraup: WORKGROUP

Tao rename this computer or join & domain, click Changs. Change

| ra— | - . 1 - i
@ @ | 3 configueYour Server w...| E] Document - wordpad

4. Click Change
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Computer Name Changes x|

*fou can change the name and the membership of this
computer. Changes may affect access to network resources.

Corpuiter narme:

iadius

Full computer name:
radis,

Hore..
Member of
" Damair:
& Workgroup:
IWDHKBHDLIP

5. Type in the NetBIOS name (this will become part of the fully qualified domain name)
6. Click OK, then OK, then OK, then Yes and allow for a restart.
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1.2. Installing a Domain Controller.
1. Click the Start Button
2. Click Programs
3. Click Administrative Tools
4. Click Configure Your Server Wizard

The Configure Your Server Wizard displays.

Configure Your Server Wizard x|

Welcome to the Configure Your Server
Wizard

This wizard helps you assign roles to this server. You determine the role of a
server based on the tasks, such as sharing documents, sharing printers, or
hosting a Web site, you want the server to perform.

ou can slso se this wizard to remave roles that vou previously added ta
this server,

Read about server roles

To continue, click Hext.

< Back. Cancel Help

5. Click the Next button

Configure Your Server Wizard x|

—=
Server Role
Wou can set up this server to perform one or more specific roles. I you want to add more than one ! =

role to this server, you can run this wizard again.

Select 5 role. IF the role has not been added, you can add it. If it has already been added, you can
remove it. IF the role you want to add or remove is not listed, open Add or Remove Programs.

Domain Controller (Active

Server Role | Configured | °

File server [ Directory)

Print server No

Application server (115, ASP.NET) Ma Domain controllers store directory data
Mail server (POP3, SMTP) No and manage user logan processes and
Terminal server Mo directory searches,

Remate access | WPH server Mo

Domain Controller ( ectary) o Read about domain contrallers

DS server Ta

DHCP server No

Streaming media server Mo

WING server No

< Back I fext = I Cancel Help

6. Choose Domain Controller
7. Click Next, then Next
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The Active Directory Installation Wizard displays.

rectory Installation Wizard x|

Welcome to the Active Directory
% Installation Wizard

This wizard helps you install Active Directory services on this
server, making the server a domain cantraller.

IF thig is the first time you have installed Active Directary, it is
recommended that pou first read the overview in Active
Directony Help.

To continue, click Next.

< Back Cancel

8. Click Next
The Domain Controller Type window displays.

tive Directory Installation Wizard

Domain Controller Type
Specify the rale you want this server to have:

Do you want this server to become a domain controller for a new domain or an
additional domain contioller for an existing domain?

& Domai i
Select this option to create a new child domain, new domain tree, or new forest.
This server will become the first damain controller in the new domain,

" Additional domain controller for an existing domain
/¥, Proceeding with this option wil delete all local accounts on this server

All eryptographic keys will be delsted and should be exported before
continuing.

All enciypted data, such as EFS-enciypted files or e-mail, should be decrypted
befare continuing or it will be permanently inaccessible.

< Back I Nest » I Cancel

9. Click Next
The Create New Domain window displays.

rectory Installation Wizard

Create New Domain
Select which type of domain ta create.

Create a new
= Domain in a new forsst

Select this option if this is the first domain in wour arganization or if pou want the new
domain to be completely independent of your curent forest,

 Child domain in an existing domain tree
IF pou want the new domain to be a child of an existing domain, select this option.
For example, you could create a new domain named
headquarters example. microsoft. com as a child domain of the damain
example. microsoft, com,

" Domain tree in an existing forest

IF you dam't wart the new domain to be a child of an existing domain, select this
option. This will create a new domain tree that is separate from any existing trees.

< Back I Mext > I Cancel

10. Click Next
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The New Domain Name window displays.

Active Directory Installation Wizard x|

Hew Domain Hame .
Specify a name for the new damain.

Type the full DMS name for the new domain
[for example: headquarters. example. microzoft. com].

Eull DMS name for neve domairn;

bringsjoy. com

< Back I Mest » I Cancel

11. Enter the domain name as shown above (bringsjoy.com)
12. Click Next, then Next, then Next, then Next
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The DNS Registration Diagnostics window displays.

Active Directory Installation Yizard

DHS5 Registration Diagnoshics

YWerfy DMS suppart, or install DMS an this cormpker. %

Page 6 of 31

X

Diagnostic Failed -
The reqiztration diagnostic haz been run 1 time.

W arning: Domain Contraller functions like jpining a domain, logging onto a damair,
and Active Directory replication will not be available until the DMS infrastructure for

Active Directony iz comectly configured.

The wizard encountered an error while tiving to determing if the DMNS server with
wihich this domain contraller will regizter supportz dynamic updates.

" | have comected the problem. Perform the DMS diagnostic test again.

% Inztall and configure the DNS zerver on this computer, and et this computer bo uses
thiz NS, server as its oieferned DMS server :

7 | will comect the problem later by configuring DNS manually. [Advanced)

Far mare infarmation. including steos ta corect thiz oroblem. see Helo. LI

< Back I Mest » I Cancel

13. Choose the second radio button
14. Click Next
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The Permissions window displays.

Active Directory Installation Wizard x|

Permissions .
Select default permizsions for uzer and group objects.

Some server programs, such as Windows NT Femote Access Service, read information
ztored on domain controllers.

" Pemiszions compatible with pre-windows 2000 server operating systems

Select thiz option if you run zerver programs on prewindows 2000 server operating
gyztems or on Windows 2000 or ‘Windows Server 2003 operating systems that are
members of pre-windows 2000 domainz.

& Anonymaous uzers can read information on this domair.

{* Pemiszions compatible only with ‘Windows 2000 or *Windows Server 2I:II]3§
operating systems

Select thiz option if you run =erver programz only on Windows 2000 or Windows
Server 2003 operating systems that are members of Active Directon damaing. Only
authenticated users can read information on this dornain,

< Back I Mest » I Cancel

15. Choose the second radio button and click Next.
16. Either enter PASSWORDX2, or leave it blank
17. Click Next, then Next, and wait 4 hours.

1.3. DNS Setup follows.

Optional Networking Components 5'

& This computer has at least one dynamically assigned IP address,
\]}) For reliable Domain Mame Syskem (DMS) operation, you should use
anly stakic IP addresses, ou will now have the option ko change
this dynamically assigned IP address,

1. Click Ok
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The Local Area Connection Properties window displays.

L Local Area Connection Properties e |

General | Authentication I Advanced I

Connect using:

Iﬂ Whdware Accelerated AMD PCMet Ad

Thiz connection uges the following items:

E’g Clignt for Microzoft Metworks

O ,@ Metwork Load B alancing

B File and Printer Sharing for Microzoft Networks
Elnternet Pratocal [TCRAP]

Install... | Wrirstall Froperties

— Descnption

Tranzmizzion Control Pratocol/nternet Pratocol. The default
wide area network, protocol that provides communication
acroz: diverse interconnected networks.

[~ Show icon in notification area when connected
¥ Maotify me when this connection has limited or no connectivity

ak Cancel

2. Choose Internet Protocol (TCP/IP)
3. Place a check mark on [Show icon in...]
4. Click on the Properties button
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The Local Area Connection Properties window displays.

Internet Protocol {TCP/IP) Properties

General |

You can get IP settings assigned automatically if wour nebwork suppaorks
this capability, Otherwise, vou need ko ask your netwaork administrator
For the appropriate IP settings.

" obtain an IF address automatically

{* Use the Following IP address:

IF address: 17216 . 1 .10
Subnet mask: | 255 . 255 . 0 . 0
Default gateway: I 172,16 . 1 . 1

£ Ohbain NS server address automatically

% |Jze the Following DNS server addresses:

Preferred DMS server: I

Alkernate DMS server; I

Advanced. .. |

2

| (04 I Cancel

5. Fill the information as shown above [
- IP address:172.16.1.10/16
- Subnet mask 255.255.0.0
- Default Gateway: 172.16.1.1

6. Click OK and OK
Remember that we are setting up also a DNS server

7. Click the Close button
- DNS registration will start as part of the DC setup
- DO NOT CLICK on skip DNS installation

Choose Finish, then Restart Now

Once restarted click on the Finish button.
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2. CAandlIIS
Although it is possible to add the CA server and IS services at the same time, the steps that
follow will do it separately. | have noticed that when installed at the same time, a small
popup error message comes up in regards to the CA.

2.1. Installing 11S
11S is used as one channel to send a certificate to the wireless client.

1. Click the Start Button
2. Click Control Panel
3. Click Add or Remove Programs
The Local Area Connection Properties window displays.

a Add or Remove Programs ;IEIZI

Currently instaled programs: [~ Show updates 5

{8 YMware Tools

Choose Add/Remove Windows Components in the Quick Task bar

4
5. Choose Application Server

6. Choose Internet Information Services
7

Choose World Wide Web Service See the screen capture on the next page.
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% Add or Remove Programs

Windows Components YWizard _ : ﬂ
Application Server El

Internet Information Services (115} E 5[

World Wide Web Service B | el

To add or remove a component, click the check box. & shaded box meanz that only part
af the component will be installed. To see what's included in a component, click Details.

Subcompanents of Warld YWide "Web Service:

[ |#] Intermet Data Connectar 0.0ME ;I
[ Ei Femate Administration [HT kL] A7 B
I:l Ei Femate Dezklop Web Connection 0.4 kB
[ |=] Server Side Includes 0.0ME
[ |=]*ebDay Publizhing 0.0 MB

% "world wids ‘wWeb Service

Dezcrption: & core component of [15 that uzes HT TP to exchange information with
Web clients on a TCRAR network.

Total digk, space required; 15.1 ME [ietailz... |
E547.1 ME

Space available on dizk;

._ 0k, I Cancel | [ |

8. Click OK, then OK, then OK then Next, then Finish.

2.2. Certificate of Authority setup

Click the Start Button

Click Control Panel

Go to Add or Remove Programs

Choose Add/Remove Windows Components in the Quick Task bar

ok~ w D

Choose Certificate Services and click Yes in response to the popup window.
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The CA ldentifying Information window displays.

Windows Components Wizard

CA Identifying Information
Enter infarmatian ta identify thiz Ch.

Cormmon name for thiz G

Ipaquetir‘

Distinguizhed name sufix;

DC=hringzjoy. D C=com

Ereviews of distinguizhed name:

CH=paguetin,0C=bringzjoy. [ C=com

W alidity penod: E xpiration date:
|5 IYears j BA7/2011 10:27 P

< Back I Hewt > I Cancel Help

6. Enter “paquetin” in the Common name for this CA box, as shown above.

7. Click Next, then Next, then Yes, then Yes to the ASP popup window then click
Finish.

To see if the CA issued a certificate, there are two choices:

8. Quick Way
- Click Start
- Click Control Panel
- Click Administrative tools
- Choose Certificate Authority
Jump to the last picture in this section.

9. Long Way
- Opening the Certificates (local computer) snap-in.
This is the long way of doing it, but this procedure paves the way for other
maintenance options if needed later on
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To a open a Console window
10. Click Start
11. Click Run

The Run window displays

Run R B J

= Type the name of a program, Folder, document, or
Inkernet resource, and Windows will open it Far yaou,

QOpen: I | j

K I Zancel | Browse, ., |

12. Enter mmc in the Open: box as shown above
13. Click OK

The Console window displays

'iti Consolel

File  Action Mew Favorites  Window  Help

Page 13 of 31

=10l x|

o |m B2

—Io/x]
1_- ole F.ook Mame I

There are no ikems ko show in this view,

14. From the File menu click Add/Remove Snap-in ...
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The Add/Remove Snap-in window displays/

Standalu:une | EHtE—'ﬂSiDﬂSI
|ze thiz page to add ar remove a standalane Snap-in from the conzole.
Snap-ing added ta: |% [ e -
— Deszcription
Add.. Eemove Aot |
k. I Cancel
[—— = I e 1IFT=
15. Click Add

16. From the list choose Certification Authority then click Add.
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The Certification Authority window displays/

Certification Authority x|

Select the computer vou want this snap-in ko manage.

Thiz =nap-in will always manage;

i+ Local computer: [the computer this consals is running ong

™ Another computer; | Browsze, . |

[ Allow the selected computer to be changed when launching from the command line. Thiz
only applies if you save the congole.

¢ Back I Finizh I Cancel

17. Click Finish, then Close, then OK

'ii Consolel - [Console Root', Certification Authority (Local),paquetin Issued C O] x|
“®) Fle  Action  Wiew Favorites  Window  Help == x|
S EELEN
(1 Console Root Reguest I | Requester Mame | Binary Certificate | Certificate Template
El--@;! Certification Autharity (Local) [ ERINGSIOV\RAD... - BEGIM CERTL... Domain Contraller (.
El@ paguetin
..... D RE"."DkE
----- [L3] Pending Requests
-] Failed Requests
L[] Certificate Templates
< | 2

If for some reason, you do not see a certificate, please reboot the machine before continuing

Domain Controller.doc Saved: 6/28/06



Installing a Domain Controller

3. Setup IAS to configure RADIUS

1.

2
3.
4.
5

Click Start

Click Control Panel

Click Add or Remove Programs

Choose Add/Remove Windows Components in the Quick Task bar
Open details for Networking Services

The Networking Services window displays.

x
To add or remove a compaonent, click the check box. & shaded box means that only part
of the component will be installed. To zee what's included in a component, click Details.
Sul:ugimpnnents aof Metwarking Services:

Du:umain Mame Syztem [DMS] 1.7MB &
I:l Dyrarnic Host Canfiguration Protocal [DHCP) 0.0e
E':. Internet Authentication Service 0.0Be
O Remote Access Quarantine Service 01 Me
O] B RPC over HTTP Prosy 0.0 ME
I:l Simple TCP/IP Services O.0mME T
O 'W'in-:lu:uws Internet Mame Service MAIMNS] 0.3 mMB ;I

Deszcription:  Enables authentization, autharization and accounting of dial-up and WP
uzers. A5 supports the BADIUS protocol.

Total dizk zpace required: A1 MB [ ekaile. |

Space available on dizk: 5903.3 MB

k. I Cancel

Page 16 of 31

6. Choose Internet Authentication Service
7. Click OK, then Next, t hen Next]

3.1. Setup the RADIUS client
This is accomplished in the IAS MMC, which can be opened on a default installation by

1.

2.
3.
4

Clicking Start

Clicking Programs

Clicking Administrative Tools

Clicking Internet Authentication Service.
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The Internet Authentication Service window displays

Page 17 of 31

"__::.9 Internet Authentication Service

File Action ‘iew Help

=10l x|

- mE 2 0®

1 RADIUS Clients

D Remote Access Logging

% Remote Access Policies

D Zonnection Request Processing

Welcome to Internet Authentication
Service

IJse Internet Authentication Service {IAS) to authenticate,
authorize, and account For dial-up, YPM, wireless and
Ethernet conmections to waur netwark, You can also
configure TAS to Forward authentication requests ko any
access server that is compatible with Remote Authentication
Dial-In User Service (RADIUS),

To configure IaS to read the remote access properties of
user accounts in Active Directory, on the Action menu, click
Reqgister Server in Active Directory,

For mote information about setting up 143, deployment
scenarios, and troubleshooting, see Help,

5. Right click on RADIUS Clients and select 'New RADIUS Client’
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The New RADIUS Client window displays

New RADIUS Client x|

MHame and Address

Type a friendly name and either an [P Address or DS name far the client.

Eriendly narme; WIF] AP

Client addrezs (IF ar DMS]:

172.16.1.0/24| Merify... |

< Black I Mest » I Cancel

6. Enter Friendly name and IP address (or range) of access point and click Next
This is where you can allow for a group of AP’s to be managed under 1 RADIUS
server. With the above configuration of 172.16.1.0/24, we can add several AP’s as
needed and they will connect to the RADIUS server as long the AP’s are on the
same network/subnet.
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The Additional Information window displays

Mew RADIUS Client

Additional Infarmation

Page 19 of 31

|f wour are wzing remote access policies bazed an the client vendar attibute, specify the
vendor af the BADIUS clent.

LClientyendaor:

RADIIS Standard j
Shared zecret; Ixxxxxx
Canfirmn shared secret; Ixxxxxx

¥ ‘Request must contain the Mezzage Authenticator attibute

< Back I Finizh I Cancel

Select 'RADIUS Standard'(Default) from the Client-Vendor: drop-down list
Enter your pre-shared key in both the Shared secret: box and Confirm shared secret:

boxes.

In our scenario it is “gaz123”. This key should be as long as possible for production

purposes, a random character generator is recommended.
Check Request must contain the Message Authenticator attribute.
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3.2. Configure logging

Page 20 of 31

1. Highlight Remote Access Logging on the IAS tree in the left pane.

2. Double click Local File in the right pane

'-_.::.9 Internet Authentication Service

=10l x|

File  Action Yew Help

==

@ Internet Authentication Service {Local)
D RADIUS Clients Fle
a Remate Access Logaing SQL Server
% Remate Access Policies

--{:I Conneckion Request Praocessing

1]

<not configured>

The Local File Properties window displays.

Local File Properties 2=

Settings | Log File |

Lag the following information:
¥ Accounting requests (for example, accounting start or stop)

¥ Aythentication requests [for example. access-accept or accesseject)

¥ Perindic status [for sxample, interim accounting requestsf

’Tl Cancel | £pply |

3. Select all 3 check boxes: Accounting requests, Authentication requests, and Periodic

status for full logging to log files.

To find these logs, you can use the Windows Search utility specifying for
“IN*.LOG”. These logs are very useful in the process of troubleshooting.
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3.3. Setup a Remote Access Policy
1. Right click on Remote Access Policies
2. Select 'New Remote Access Policy'

The New Remote Access Policy Wizard displays.

New Remote Access Policy Wizard x|

Welcome to the New Remote
Access Policy Wizard

Thiz wizard helpz you set up a remote access policy,
which ig & get of conditions that determine which
cohnection requests are granted access by this zereer.

To continue, click Mesxt,

¢ Back

Carnicel |

3. Click Next
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The Policy Configuration Method window displays.

Mew Remote Access Policy Wizard

Policy Configuration Method
The wizard can create a typical policy, or you can create a custam policy.

Howw do wou want to set up this policy’?

* Lse the wizard o set up a typical policy for a common scenarnio

" Set up a custom policy

Type a name that describes thiz policy.

Folicy name: — [wireless

Example: Authenticate all ¥PH connections.

¢ Back I Hest = I Carnicel

4. Select Use the wizard to set up a typical policy for a common scenario

Enter a Policy name
In our scenario it is Wireless

6. Click Next
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The Access Method window displays.

Mew Remote Access Policy Wizard

Access Method ff‘}
Palicy conditions are bazed an the method used to gain access o the netwark. h’

Select the method of access far which you want to create a palicy.

PN

IJze for all ¥PM connections. To create a policy for a specific %¥PM type, go back to the
previouz page, and select Set up a custom policy.

" Dialup

Ize for dial-up connections that uze a traditional phone ling or an Intearated Services
Crigital Metwork, [ISOM] line.

IJze for wireless LAM connections anly.

£~ Ethemet

Ize for Ethernet connections, such az connectionz that use a switch.

¢ Back I Hest = I Carnicel

7. Select Wireless
8. Click Next
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The User or Group Access Method window displays.

Mew Remote Access Policy Wizard x|

User or Group Access rf\}
Y'ou can grant access to individual users, or you can grant access to selected ﬁl
aQroups,

Page 24 of 31

Grant access based on the following:

|Jzer access permiszions are specified in the user account,

" Group
Individual user permizzsions ovemde group pemissions.

[Froup name:

Eemove

\_J}
(=
L

< Back I Meut = I Cancel |

9. Select User to gran level access

For simplicity sake, we are using the user option, but for management, it is best to

create group policies
10. Click Next.
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The User or Group Access Method window displays.

Mew Remote Access Policy Wizard
Authentication Methods r(f}

EAP uszes diferent types of security devices to authenticate users.

Page 25 of 31

Select the EAP tpe for thiz policy.

Type:

Protected EAP [PEAP] Configure ... |

< Back I Meut = I Cancel

11. Select Protected EAP (PEAP) from the drop-down list.
It should appear as the default value.

12. Click Configure ...
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The User or Group Access Method window displays.

Protected EAP Properties 7] x|

This server identifies itself to callers before the connection is completed.
Select the certificate that wou want it bo use as proof of identity,

Certificate issued radius. bringsjoy . cam j

Friendly name:
Issuer: paguekin

Expiration date; 6172007 10:26:40 PM

¥ Enable Fast Reconnect
Eap Tvpes

Secured password (EAP-MSCHAP w21 Mave U

[Mave Do |

Remove | (0] 4 | Cancel |

13. Ensure the correct Certificate issue option is selected.
14. Select the Enable Fast Reconnect check box

15. Optionally, you may
- Select the EAP Type “Secured password (EAP-MSCHAPvV2)”
- Click Edit, and
- Adjust options as desired.

16. When done, click OK, then Finish

Later on, if needed you can configure scheduled hours or days of the week in which
connections are allowed or denied.
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3.4. Configure user accounts

Page 27 of 31

The final step required on the server is to configure a user account to be used with the
RADIUS account. This can be an existing AD account, or you can add a group to be
used exclusively for wireless access authentication.

1. Click Start

2. Click Programs

3. Click Administrative Tools
4

Click Active Directory Users and Computers

The Active Directory Users and Computers window displays.

£# Active Directory Users and Computers 10| x|
@ File  Action  Wew ‘Window  Help - ||5I |E|
= = i hy | k] L
e= AE R EFREDB 2 g8 vYEE
@ Ackive Direckory Users and 1 | Users 21 objects
[:l 5‘?‘”3':'_@-'3”55 | Mame | Tvpe | Description -
E‘@ tlrII'IIQIS].I:I'?.-'.EEII'I'I ﬂ Administrator  User Built-in account For admini. ..
% Gy ﬁCert Publishers  Security Group ... Members of this group are...
@ E':'mp_”t?:rs el € CERTSYC D...  Security Group ... i
-
: u:um..aln on r.|:| Er_s ﬁDns.ﬁ.dmins Security Group ... DMNS Adminiskrators Group
[:l ForeignSecuribyPrir . . ]
ﬁDnsUpdateF‘r. . Security Group ... DS clients who are permi, ..
ﬁDDmain Admins  Security Group ... Designated administrators., .
ﬁDDmain Car...  Security Group ... All workstations and serve...
1 I I _"I mDDmain Cont...  Security Group ... Al domain controllers inth... ;I
5. Select the domain to be used for the wireless users.
6. Right click on the User folder
7. Select New
8. Select User.
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The New Object — User window displays.

g Create in:  bringzjoy. com./Uzers

Firzt name: IIaptl:up Iritials: I

Last name: I

Full narne: IIaptu:up

Uszer logon name:

IIaptnd I [@hringsjoy. com

Izer logon name [pretindows 2000]:

IEHINGSJD‘T’& Ilaptcup

¢ Back I MHest > I

Cancel

9. Enter the user information as shown above.
10. Click Next.
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11. Enter “Iqwerty1” in both the Password: and Confirm password: boxes
It has to be VERY secure so we are using text and number

12. Deselect the checkbox User must change password at next logon
13. Select the checkboxes User cannot change password and Password never expires
14. Click Next.

New Dbject - User X|

g Create in:  bringzjoy. com./Uzers

Pazsword: Inuuu

Confirrn password: Iu sesnasl

[ User must change password at nest logon
¥ Usger cannot change pazsword
¥ Password newver expires

[T Accourt iz dizabled

¢ Back I MHest > I Cancel
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The confirmation window displays.
x

g Create in:  bringzjoy. com./Uzers

YWhen pou click Finizh, the fallowing object will be created:

Full name: laptop ;I
IJzer logon name: laptopt@bningsjoy. com

The uzer cannot change the passwaord.
The paszword never expires.

¢ Back

15. Click Finish.
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16. Right click on the new user
17. Select Properties

The laptop Properties window displays

laptop Properties 2 x|

.&l:l:l:uuntl F'rl:ufilel Telephnnesl Elrganizatil:unl Member OF  Diakin IE" I ’I

Remote Access Pemizzion [Dial-in or YPRH]

................................

i Deny access

= Controllaccess thraugh Femate Secess Bolicy

™| ety Caller- 0
Callback Options

¥ Mo Callback
™ Set by Caller [Fouting and Femote Access Service only]

" Always Callback to: I
™| izsign a Static [P Address I
Lpply Static Boutes
Drefine routes to enable for thiz Dial-in S Bl
connechiar, =

| I | i i

HEtartl J & & J Darnain Cn:nntrn:nller...“@ Active Director... _L

18. Select the Dial-in tab
19. Select Allow access.

We are done with the server side configuration.
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